State of Alabama
REQUEST FOR PROPOSAL
DISASTER RECOVERY SERVICES

I.1. OBJECTIVE: The purpose of this Request for Proposa (RFP)isto provide sufficient information to
interested Bidders to prepare and submit proposal responses for consideration by the Department of Finance,
Information Services Division, heresfter referred to asthe STATE, to contract single-source, disaster recovery
sarvices for the State’ s Information Technology Resources.

I.2. RESPONSE PREPARATION AND PROPOSAL FORMAT : Proposal responses must be in the
same format and sequence as presented in this RFP. The proposal response must include: (a) astatement of
compliance with the mandatory requirements, (b) complete service and product information, including technical
and descriptive literature, (C) a description of any proposed/required equipment configurations and their
associated capabilities, to include the minimum and maximum workable configurations and any gpplicable
requirements, considaaions, congraints, and (d) any other requirements set forth within this Proposal.
Information submitted must be sufficiently detalled to substantiate that the services and products offered meet or
exceed the requirements. The requirements stated herein are considered mandatory unless otherwise stated.

The information submitted by the Bidder will be used for atechnica and cost evaduation. The STATE
may use any other information submitted with the Proposal for evaluation purposes.

[.3. RESPONSE SUBMISSIONS The Bidder musgt submit asigned and notarized printed copy of their
Proposal Response and a soft copy on a properly labeled CD whichisto present ALL TECHNICAL AND
PRICING DATA clearly and completely. The STATE isnot ligble for any cost incurred by a Bidder
responding to thisRFP.  Bidder’s not submitting anotarized printed copy or a soft copy on CD will not
be considered.

[.3.1 MANDATORY VENDOR PRE-PROPOSAL CONFERENCE. Vendorswishing to respond to
this RFP must attend a mandatory pre-proposal conference.

1.3.2 VENDORS PRE-PROPOSAL CONFERENCE. Therewill be amandatory vendor’s pre-proposal
conference, Wednesday, April 2, 2003 a 10:00am, in Montgomery, Alabama, at the State of Alabama,
Department of Finance, Purchasing Divison, Auditorium, Suite 192, located a 100 N. Union Street (RSA
Union Building), Montgomery, Alabama 36104. All questions about the administrative and technical content of
this RFP must be submitted in writing and addressed as shown in paragraph 1.4. All questions must be received
no later than 5:00pm, on Friday, March 28, 2003. Questions may be faxed to the fax number or e-mailed to
the e-mail address shown in 1.4 but must be received by no later than 5:00pm, on Friday, March 28, 2003.
The STATE will prepare awritten response to al questions. These responses will be posted to the ISD
Professonal Services website (http://www.isd.gtate.d.us/ps contracts.aspx) and e-mailed to only those vendors
attending the pre-proposal conference. The responses to the written questions received will be read at the pre-
proposal conference. Only vendor s attending the pre-proposal conference will be allowed to submit a
proposal response. Vendorswill berequired to register asthey enter the pre-proposal conference

I.4. INQUIRIES: Any questions about the RFP must be submitted in writing to:

Mr. Eugene Akers

Finance - Information Sarvices Divison
64 North Union Street, Suite 785
Montgomery, Alabama 36104
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Phone # (334) 353-4363
Fax # (334) 242-3912
E-mall: gakers@isd.gated.us

[.5. PROPOSAL AWARDS: TheSTATE intendsto award a one-year contract for Recovery Services that
provides for two renewa periods of one-year each at the option of the State.  All initid services and upgrades
during thelife of the contract will terminate & the end of theinitid total contract period of three years.

1.6. CRITERIA FOR SELECTION: The contract will be avarded to the Bidder that, in the opinion of the
State, (1) 1Isaresponsble Bidder because it possesses qudifications and offers support that meet the STATE'S
needsand (2) offersthe best value. The STATE reserves the right to award any, dl or none as may bein its
best interest. The Bidder mug satisfy the STATE'Srequirementsin (1) - (3) below in order to be
considered in the price competition in (4).

(1) Requirements. Proposal response must meet dl requirements.

(2) Qudification. This criterion includes an evauation of the following to determine whether the Bidder
satiffiesthe STATE'S requirements:
(A) Bidder’'s past experience,
(B) Ability of theBidder to perform the terns of the RFP
© Quadlity and relevancy of the services and products proposal

(3) Support. This criterion includes an eva uation of any and al support proposed by the Bidder to
determine if it satifiesthe STATE'S requirements.

(4) Cost. The STATE awards contractsto the lowest cost, responsible Bidder responding to the RFP
that in the STATE' s determination meets or exceeds the criteria specified for selection as defined
by the Alabama Competitive Proposal Laws.

NOTE: Responsestoall itemsin Section || —HOT SITE SUPPORT REQUIREMENTS,
must satisfy the STATE that disaster recovery services specified in thisRFP will be available
whenever needed by the STATE and that events such asfinancial instability of vendor, multiple and
smultaneous emer gencies involving STATE and other vendorswill not result in degrading the ability
of the vendor to meet the requirements of thisRFP.

[.7. ADDITIONAL INFORMATION AND COMMENTS: The Proposal Response must include any
additiona informetion that I1s believed to be pertinent but not explicitly requested in this RFP.

[.8. ATTACHMENTSTO RFP: The State has provided attachments to this RFP detailing the hot site,
network configurations, midrange configurations, server configurations and workgroup facilities that must be
supported by your response.

1.9. ORAL PRESENTATIONS: Ora Presentations may be requested/permitted if they are necessary to
properly clarify compliance with the requirements of this RFP. The STATE will not be ligble for any costs
associated with the presentations.
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SECTION I
HOT SITE SUPPORT REQUIREMENTS

I1.1. GENERAL: Itistheintent of the STATE to contract with asingle-source for a disaster recovery hot site
to backup up the STATE smain IT processing and telecommunications fadilities. Appropriate hardware,
software (if any), communications and services must be proposed for the STATE to continue to maintan it' s 1T
and telecommuni cations operations during times of disaster. The State data centers ard telecommunications
fadilities are faced with extensive requirements for continuous operation, and must give prime consideration to
these requirements when evauating the hot Site proposal responses. To assure the most cost effective
acquigtionwith aminimd level of operationd disruption, it is mandatory that the Proposal Response meet or
exceed the following requirements.

I1.2. CORPORATE PROFILE: The proposd must include abrief overview of the company and its services,
induding descriptions of

. competitive strengths,

description of company’s business function and service,

corporate (parent) and other subsidiary or license affiliations (if gpplicable),

commitment to disaster recovery business,

theinitid date recovery service was offered commerdadly,

market share,

Sze of customer base,

maximum number of subscribers alowed a each facility and maximum number of subscribers for
each system,

I. test timealowances and options for additiond test time,

J. experiencein actud disaster recovery incidents,

K. planned enhancements (additiona recovery sites, new technology, configuration upgrades, etc.)
L. certified financid data describing the current financia condition of company.

IOMMOUOwWD

1.3 REFERENCES: A minimum of three Bidders dlients must be provided as references, including the
company name, address, and contact person, and contact’ s telephone number. The references must include
at least one client who has used the Bidder’ s servicesto recover from an actud disaster. Theremaining
references must have conducted multiple disaster recovery tests. These clients must be willing to discuss
their experience with representatives of the STATE.

I1.4. PRIME CONTRACTOR RESPONSIBILITY: If the proposed services include the use of
products or services of another company, the STATE will hold the Bidder responsible (as the prime
contractor) for the proposed service(s). Bidder must specificdly identify other companies that will be
utilized. Indicate your compliance to this requirement.

II.5. BIDDER POLICIES: The Bidder must describe their company policies asthey rdaeto the
following:
A. How doesthe Bidder minimize the risk or handle smultaneous events from multiple subscribers that
require the same equipment?
B. Will theBidder dlow a nornsubscriber to declare and subsequently recover at the Bidder’s
recovery facility? If yes, provide conditions when this might happen.
C. Doesthe Bidder share the recovery facility? If yes, how will Bidder protect the confidentidity of the
STATE sdaa? If yes, describe physica and logica security measures taken when multiple
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subscribers are concurrently using the same customer site. What are the obligations and options
avalableif the STATE does not agree to sharing arrangement?

D. Will theBidder dlow any subscriber to have preemptive rights or preferred rights over the
STATE? If yes, describe the circumstances.

11.6. TESTING METHODOL OGY AND SUPPORT: The Bidder must describeits testing
methodology and support services asfollows.

A. Provide detailed information regarding your testing methodology and standard support services
provided during test exercises. Thisincludes pre-test reviews, configuration change control and
information synchronization between the STATE and Bidder configurations.

B. What support does the Bidder provide before, during and after atest? What type of feg, if any, is
associated with this support?

I1.7. HOT SITE DESCRIPTION : The Bidder must give a description regarding the primary Site sdected
and the dternative Ste availdble if the primary Steis occupied.

A. Destribe generd characterigtics of the hot site facilities including location and the type of equipment
currently in the hot Stes at this time aswell as equipment to be in the site by July 1, 2003.

B. Describethe loca telephone company and inter-exchange carrier access ingtalled at your proposed
hot stes, which are suitable for recovering the STATE' s network.

C. Provideinformetion regarding access methods, standard telephone companies, and aternate access
providers.

D. Describe any pertinent network recovery experience and capabilities.

E. Please describe Bidder’'s capabilities for testing from location remote to primary recovery center.

11.8. HOT SITE ENVIRONMENTALSAND PHYSICAL SECURITY: Bidder must describe the
physical security in place a hot Ste facilities (primary/dternate). The Bidder must discuss hot Site
environmenta capabilities including but not limited to the following sysems

Power feeder lines

UPS

Diesd backup

Smoke detection

Water detection

Fire suppression

Chilled water

@mMmo O w2

[1.9. HOT SITE STAFF:

A. The Bidder mugt indicate the number of support staff personnd on ste (and their positiors)
contractually dedicated to the STATE during test and disaster recovery.

B. The Bidder mugt identify how many additiona personne would be onsite and available to help the
STATE during testing and disaster recovery that are not exclusively dedicated to the STATE.

C. TheBidder must describe whether the support staff for testing will be the same provided during a
disaster, whether they are contract or Bidder personnel, and experience of the support staff.
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D. TheBidder must describe the Network support avalable and in what functiona aress.

E. TheBidder must describe its Change Management system to ensure that coverage is updated asthe
STATE makes changes to its operating environments?

F. The Bidder must describe how it will keep the STATE informed of new products and services?

11.10. EACILITY AUDIT
A. Will theBidder dlow arepresentative of the STATE or independent third party to audit the
proposed recovery fecilities?
B. Havethe Bidder’'s recovery centers been 1SO 9001 certified? If so, domestic or internationd?
C. If not, are theBidder’ sfacilities or processes audited annudly? If yes, please provide acopy of
such an audit?

11.11. CUSTOM ER SUPPORT PROCESS

A. If the STATE decided to contract with Bidder for hot Site services, Bidder must describe how it
would initiate the process with the STATE. What services would be provided, what
recommendations would it have for a new customer, and what activities would be important in the
fird year of the businessrdationship?

B. Bidder must define and describe the alert declaration process.

11.112. SYSTEMSENVIRONMENT:

A. The STATE iscurrently operating in an IBM OS390 Pardld Sysplex Environment in order to receive
sgnificant cogts savings in software implementation and usage. The Bidder mug include a statement
assuring the STATE that the hot Site proposal will be fully compatible with the OS/390 Pardld Sysplex
Operating System as established by the IBM Corporation, even though the State will operate the
backup system with the Parallel Sysplex fegture inactive. Any additional components or services
required to support the proposal response must be specified.

B. The STATE will require hot site connectivity support for the STATE' s current Satewide Data
Communications Network.

11.13. DATA CENTER AND TELECOMMUNICATIONS REQUIREMENTS: Configuration
information for the Data Center and Telecommunication Requirements are found in Attachments A and B
respectivey of this RFP. The configuration requirements as listed will be the minimum requirements of this RFP.

11.14. WORKGROUP REQUIREMENTS: Workgroup requirements, to include workspace, desktop,
equipment, phones, office equipment, etc. requirements, are found in Attachment C of this RFP.

11.15. MIDRANGE PROCESSING REQUIREMENTS: Midrange computing requirements are defined
in Attachment D of this RFP.

11.16. SERVER REQUIREMENTS: Server computing requirements are defined in Attachments E, E-1, E-
2, E-3, E-4, and F of thisRFP.

11.17. CONSULTING SERVICES: Biddersmug clearly describe the type, number of hours and location
of consulting services included under this proposal in a separate attachment provided by the Bidder. These
consulting services must be included in the tota monthly charges proposal.

Bidders must include and price other consulting services as defined in Section 111, These services will be
evauated independently of the hot site proposal unless the Bidder includes a specific service as arequirement in
the hot Steproposal response and prices it in the Other Section of the hot Site pricing sheet portion of this
proposal.
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[1.118. TESTING: TheSTATE isrequiring that a minimum test time of 72 hours per year be provided as part
of the proposal. Testing must be inclusive of al necessary services (hot Site systems and facilities, network
facilities, and workgroup facilities) necessary for the State to fully test its recovery capabilities. The STATE is
aso requiring thet afull-time system engineer and network engineer be available during the entire testing period.
The STATE will require testing in the sixth month after contract avard. Bidders must dso indude in their
pricing any additiona charges for additiona test time above the 72 hours per year in eight (8) hour increments.

11.19. SUPPORT: Biddersmust list any and dl support provided by them as part of thisRFP. Thislig shdll
include chargesble and non-chargeable servicesand support.

11.20. OTHER SERVICES: The STATE reservesthe right to negotiate additiona services and support over
the life of this contract as necessary to provide additiond disaster recovery services to other State entities
and/or governmentd entities. As such, Bidder must describe their capabilities for the following services:

A. Mobile recovery services and associated platforms.

B. Electronic journaing and dectronic vaulting capabilities.
C. Disaster Recovery Assessment and Planning
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SECTION 11
PRICE DATA

I11.1. PRICING: Thissection must contain prices for al components required for the hot site support for the
IT Data Center hot site, Telecommunications facilities and Workgroup fadilities. The appropriate total (s) will
be entered into TABLE A. Anadditiona Bidder provided detailed, itemized price list(i.e. lump sum pricing
will not be accepted on thisligt), labdled TABLE A-2, mugt be attached behind Price TABLE A showing the
itemized ligting and costs of each item that makes up the total(s) provided on TABLE A. This section of the
Bidder’ s response to the RFP must include dl items required to provide a complete and operationd backup
fadlity tothe STATE. IMPORTANT —Table A and the supporting schedules Table A-2 will beused in
determining which Bidder is awar ded the contract.

I11.2. EXPANSION/UPGRADES: Bidder must provide prices for future expansions and upgradesto the
existing requirements on a separate sheet defined by the Bidder. Additiona requirements not covered under this
RFP will have to be proposal separately when needed.

[11.3. OPTIONS: The Bidder isencouraged to provide technica and pricing information for any options or
dternate services that will provide the STATE the same or a better grade of services as described in this RFP.

I11.4. CONTRACTS: Pease include as an addendum to this RFP, a copy of the standard (Bidder) hot ste
contract. Bidder must indicate any provisonsthat are not subject to negotiation.

BIDDER NAME
TABLE A
STATE PRICE SHEET

Monthly
Charge

IBM Hardware (Data Center)
Non-1BM Hardware
Network

Midrange System

Server Systems

Desktop Systems
Workspace Fecilities
MONTHLY TOTAL
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TABLE B
ADDITIONAL FEESAND SERVICES
HOT SITE RECOVERY: Ddfineall charges for usng the disaster recovery services, including but not limited

to the hot ste, network, midrange, server and workspace facilities, during a declared disagter. Indicate the
maximum gtay in the hot Ste facllity and provide the datain the following table:

Per Incident Per Incident Per Incident Per Incident Per Incident
Hot Site Networ k Midrange Servers Workspace

Maximum Stay in
Days

Alert Declaration
Fee (if applicable)
Declaration Fee

Dally Usage Fee:
Firs 24 Hours

Dally Usage Fee:
24-48 Hours

Dally Usage Fee:
additiond per day
charge

Maximum day in
hot ste facility

*NOTE: This usage fee mugt include the total cost for al contract servicesinduding hot
dte, network, midrange, server and workgroup facilities.

TEST TIME Charges

Test time dlowed per year Hours.

Tedt timefeg' s, including network 0-24 hours.
Beyond 24 hours.

* Additional Hot Site Test Charge (per 8 hours) $

Additiona Network Test Charge (per 8 hours) $

Additional Midrange Test Charge (per 8 hours) $

Additiona Server Test Charge (per 8 hours) $

Additional Workgroup Test Charge (per 8 hours) $

* (over dlowed annud test time)

*NOTE: This usage fee mugt include the total cost for al contract servicesinduding hot
dte, network, midrange, server and workgroup facilities.
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MOBILE SITE RECOVERY: Defineall charges for usng the disaster recovery services, including but not
limited to the mobile site, network, midrange, server and workspace facilities, during a declared disaster.
Indicate the maximum stay in the mohile site facility and provide the data in the following table:

Per Incident Per Incident Per Incident Per Incident
Mobile Midrange Servers Wor kspace

Maximum Say in
Days

Alert Declaration

Fee (if applicable)
Declaration Fee

Daily Usage Fee:
First 24 Hours
Daily Usage Fee:
24-48 Hours
Daily Usage Fee:
additiona per day
charge

Maximum gay in
mobile gte fadility

*NOTE: This usage fee mugt include the totd cost for dl contract servicesincluding
midrange, server and workgroup facilities.

TEST TIME Charges

Test time dlowed per year Hours:
Test timefees 0-24 hours:

Beyond 24 hours.
* Additional Mobile Site Test Charge (per 8 hours) $
Additional Midrange Test Charge (per 8 hours) $
Additional Server Test Charge (per 8 hours) $
Additional Workgroup Test Charge (per 8 hours) $

* (over dlowed annud test time)

*NOTE: This usage fee must include the total cost for al contract servicesincluding
midrange, server and workgroup facilities.

CONSULTING FEES:

Onsite Hourly Charge Offdte Hourly Charge

Disaster Recovery Planning

Disagter Recovery Testing Support

Mainframe Technical Support

Network Technica Support

Midrange Technica Support

Server Technica Support

Desktop Technica Support
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